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BBEJIEHUE

CopeBHOBaHHE UMeeT pUKCHPOBAHHOE BpeMsi Hayajla U OKOHYAHHMs. BbI JO/DKHBI PELIUTD, KaK JIydlile
pacrpe/ieJIuTh CBOe BpeMsI.

MMoxkasyiicTa, BHUMaTe/JIbHO MPOYTHUTE CJIeAyI0LHe HHCTPYKIUM!

[locsie OKOHYAHUSI BpPEeMEHH COPEeBHOBAHHs, MOXAJYHCTa, OCTaBbTe CBOI CTaHIMIO B paGodyeM
cocrossHuu. OrjeHKa Gy/ieT MPOBOJAMTLCSA B TOM COCTOSIHMM, B KOTOPOM OHa ecTh. [lepe3arpyska He
Oy/ieT MHUIIMMPOBaHa, a BbIKJIOYeHHbIe MAlllMHbI He OYAYT BKIIOYEHbI!

[loxkanyiicTa, ucnoib3yiiTe MHGOPMALIUIO HHXKeE JIJIs BCEX CEPBEPOB U KJIMEHTOB.
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B coBpemeHHo# IT-cpese 3HaHMEe CETEBBIX TEXHOJIOTUH CTAHOBUTCS BCE Oosiee HEOOXOAWMBIM JJIsI

ClieqraJIMCTOB B obJiacTu IT-I/IH)KI/IHI/IpI/IHI‘a. ﬂaHHbIﬁ TEeCTOBBIN IMPpOEKT BKJIOYaeT pdj 3ajay,

OCHOBAHHBIX Ha peaJIbHbIX CI€eHapUAX, C aKIEHTOM Ha IT-ceTeBble TEXHOJIOTHH U HHTerpanuio.
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TomoJiorus MapmIpyTU3anuu

Ha cxeme npuBeAeHa TONOJIOTUsA MapiupyTusanuy, Bkiatodaromas BGP, EIGRP u OSPF.
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3AJAYU KOHOPUTYPALIUU

HomanyﬁCTa, BHUMATEJIbHO O3HAKOMbTECH C MHCTPYKIUAMMU II€epe Ha49a/JI0M pa6OTbI:

1.

2.

Kon¢urypanus ISP1:

o He BHocuTe u3MeHeHHs B KoHurypamuw ycrpoictBa ISP1. Bce HacTpoliku ISP1 yxe

BBITIOJIHEHBI, ¥ 3TO YCTPOMCTBO JOJDKHO OCTaBaThCs HEU3MEHHBIM.
Ba3oBble HaCTpPOMKU:

o Bama koHurypanus 6yeT npoBepsAThCSA C HOMOLIbI0 CKPUIITOB, I03TOMY JI0J/DKHbBI ObITh
COXpaHeHbl cjefylolive [JBa 06a30BbIX [apaMeTpa Ha BCeX MapUIpyTU3aTopax U
KOMMYTaTOpax:

" no ip domain lookup
"= exec-timeout 0 0 AJig KOHCOJIHA
JTU napaMeTphl yKe IpelyCTaHOBJIEeHbl — U3MEHEeHHsI He J0MyCKaTCs.
ITopAAOK BBINOJIHEHUA 3a/a4:

o Ilepen HayaysoM KOHQUIYpPALLMOHHBIX pabOT BHUMAaTEe/bHO IPOYTUTE BCe 33/la4U B KaXKI0M
paszene. HekoTopele 3aZja4yd MOTrYT 3aBUCETb OT BBINOJHEHHU NpeJblAYIIUX HJIN
NOC/JeAyIOLUX HaroB.

Pa6oTaomye KoHpUrypanmum:

o banibl HaYMCAATCA TOJBKO 32 KOPPEKTHO paboTaroiue koHburypauuu. [lepes caayeit
NpoeKTa 06s13aTeJIbHO NPOTECTUPYITE pabOTOCIOCOGHOCTh BCeX TPEGOBAHUH, TaK KaK MPU
BHECEHUHY U3MEeHEeHUH MOXKHO HapyIlUTh paHee BbINIOJHEHHble HACTPOHKH.

Ilos1HOe BbINOJIHEHUE TPEGOBAHUM:

o 3a oTAeJIbHbIM acleKT HeJib3s MOJIYYUTb YacTU4YHble Gasjibl — BCe TpebOOBaHUSA [JOJIKHBI
ObITh MOJHOCTBIO BbINOJIHEHBI. HeKOTOpBIE 3a/jauu 3aBUCAT OT BbINOJIHEHUS JIPYTHX, KaK
Jl0, TaK U IOCJIe TeKylllero sTamna.

YacToe coxpaHeHHe KOHpUrypanum:

o CoxpaHsaHTe KOHPUTYpaLHIO PeryaspHO — HellpeJBUJeHHble CUTyallU MOTYT IPUBECTH K
noTepe JaHHbIX.

JlocTyn K KJIMeHTCKUM YCTPOMCTBAM U cepBepy:

o Bce kiuenTtckue ycrpoiictBa (Hanpumep, HQ1-CLI1, HQ2-CLI1, BR1-CLI1, BR2-CLI1) u
cepep (HQ1-SVR1) npegHacTpoeHbl [t  JOCTyNla IO YYETHBIM  JaHHBIM
admin\Ski1139@2025. He uU3MeHsAUiTe 3TU NapoJIH.

IIpoBepKa KOHPUTrypaL U XOCTOB:
o XOTd XOCTbl IIOCTaBJAKTCA C 0a30BbIMM HAacTpPOWKaMH{, INpPOBepbTe HX U IpHU

HeO6XO,ZLI/IMOCTI/I BHECHUTE KOPPEKTHUPOBKH.
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9. CocrosiHue uHTEpPEncoB:
o Ecnm gns tectupoBaHus kKakue-an60 HHTepENChl ObIIN OTKJIIOYEHbI, yOeUTECh, YTO OHU
BKJIFOUEHBI Mepe/| c/lauyel MpoeKTa.
10. CtaTu4yecKass MapLIpyTU3aALM:
o Konodurypanus craTudeckux MapuIpyTOB He JOIYCKaeTCsl, eCJIM OHU He CreHepPUPOBaHbI

aBTOMaTHU4YeCcKHU B pamkax HacTpoek OSPF/EIGRP.

Yacts 1. Ba3oBas koHpurypanus

YcrpoicrBa: DS1-DS4, AS1-AS3, BR1
1. IP-agpecanusa
o HactpouTts IPv4 afpeca Ha yKa3aHHBIX YCTPOHWCTBAX B COOTBETCTBHUH CO CXeMOH aipecaliu.
2. Kondurypanusa BpeMeHH
o HacTtpouTs Ha Bcex ycTpoiictBax HQ1, HQ2 u BR1 yacoBoii nosic PKT (UTC+5)
3. /loMeHHBIE M YYeTHBIe 3allUCU
o YcTaHOBUTH JjoMeHHOe UMsi wsa2025.net Ha BcexX yCTPONCTBAX.
o HactpouTts enable-napouib SKill39@2025 u co3zaTh JIoKaJbHOTO M0Jib30BaTe st admin ¢
3TUM e NlapoJieM Ha BCeX MaplIpyTH3aTopax U KOMMyTaTopax. Bce mapoJsin AOJIKHBI

MCI0J1b30BaTh MKPpoBaHUe TUNA 9.

Yacts 2. KommyTanus
1. VTP:
o Hacrtpouts VTP gomen WSA2025 Ha komMmyTaTopax DS1, DS2, DS3, DS4, AS1, AS2, AS3 u
AS4,
o 3anpeTuTb pacnpoctpaHeHue VTP coobiieHUl Ha 3TUX YCTPOMCTBAX.
2. VLAN:

o Co3paTb Ha Bcex KOMMyTaTopax caeaywiiyde VLAN:

VLANID HA3BAHME VLAN YCTPOMCTBA

100 SERVER DS1, DS2, DS3, DS4, AS1, AS2, AS3
101 CLIENT_1 DS1, DS2, DS3, DS4, AS1, AS2, AS3
102 CLIENT_2 DS1, DS2, DS3, DS4, AS1, AS2, AS3
103 MGMT DS1, DS2, DS3, DS4, AS1, AS2, AS3
999 L3_P2P DS1, DS2, DS3, DS4

3. STP:
o Boduce HQ1 caenats DS1 kopHeBbIM MocToM A5 Bcex VLAN (Bk/toyas 6yaymue) u DS2 -

pe3epBHBIM (B cay4yae oTkasa DS1).
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o Boduce HQ2 cpenatb DS3 kopHeBbIM MocTOM U DS4 - pe3epBHBIM.
o Bri6paTts pexxum STP ¢ MakcuMaibHO GBICTPON CXOIUMOCTBIO.
4. Trunk-mopTtsr:
o HaBcex pacnpegenuTtenbHbIXx KOMMyTaTopax (DS1-DS4) HACTPOUTH NOPTHI, COEJUHSIOLITE
ux ¢ AS1 u AS2, kak trunk-mopTsI ¢ native VLAN 888.
o HaxommyTaTtope AS3 untepodeiic GigabitEthernet0/0 nacTpouTs kak trunk, octaBus VLAN
1 B KauecTBe native.
5. Jlornueckue uHTepdeiicol (EtherChannel):
o Mexay DS1 u DS2:
= CoszgaTtb Jorudeckui uHTepdeiic (Homep 12) s nepegauu tTpadurka Bcex VLAN,
06 beuHsAsA dusndeckue uHtepdeiicel GO/2 u G1/0, ucnonbsys npotokosa LACP ¢
BO3MOXXHOCTbI0 HHUIIMMPOBAHMUS COTJIACOBAHUS 06EUMH CTOPOHAMM.
o Mexay DS3 u DS4:
= Cosparb Jiorndyeckud wuHTepdeic (Homep 34) masa nepenadyu Tpaduka, Ges
JVUHaMHUYECKOTO COTJIacoBaHusA, 06beauHss nHTepdeiicel GO/2 u G1/0.
6. HSRP:
o Hactpouts HSRP gy VLAN 100-103:
* B kaxjoMm /24 cerMeHTe BUpPTyaJbHbIN [P-aapec nomxeH okaHuuBaThbcs Ha .10
(Hampumep, 10.10.100.10 gyigs VLAN 100).
= DS1(BHQ1)uDS3 (B HQ2) nomkHBI 66ITh aKTUBHBIMH, a DS2 1 DS4 - pe3epBHBIMY,
C aBTOMAaTU4YeCKUM BO3BPAaTOM aKTUBHOMN POJIK NMPU BOCCTAHOBJIEHUH OCHOBHOTO
YCTPOMCTRBA.
o [Jaa HQ2: nonosnutenbHo HacTpouThb [IPve HSRP gisg VLAN 101 u 102 Ha DS3 u DS4 ¢

rpynnamu 1101 u 1102 cooTBeTCTBeHHO; BUpTyasibHbii [IPv6 aapec - FEB0::10.

Yacts 3. EIGRP (a5 HQ2)

1. 3amyck npouecca:
o Hactpouts Ha ycrpoiictBax IR1, CR2, DS3 u DS4 epunbiii npouecc EIGRP ¢ nmenem
WSA2025, BK/IIOYaIUM MoAAePKKY IPv4 u [Pv6.
o /Jna 1Pv4 wucnosnb3oBaTb aBTOHOMHYyI cucTteMy HoMep 100. Loopbackl posmxeH
MCI0J1b30BaThCA B KayecTBe router-id.
2. 00bsABJIE€HUE MAapPLIPYTOB:
o O6BaButs Bce Loopback-untepderiico u /30 point-to-point cetu Ha IR1, CR2, DS3 u DS4.
o HaDS3 u DS4 nonosinutenbHo 06bsABUTH VLAN-cetn 100-103.

3. YnpasieHue hello-coo6meHuamu:
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o Ilo ymosdaHuio nogasaaTh hello-coobiuienus Ha Bcex uHTepdelicax, pa3pellnB UX TOJIbKO
TaM, rae Heo6xoauMbl EIGRP-cMexxHOCTH.
4. JedoaT-Mmapuipyr:
o HalIR1 HacTtpouTs 06bsiBaeHHUE JedoaTHOro MapuipyTta B EIGRP, ecsiv on mosydeH ot ISP1
yepes3 BGP.
5. Cymmapwu3anus:
o Ha CR2 HacTtpouth cymmapuzanuio aiast VLAN 100-103 B HQ2 ¥ 06bABUTh CyMMapHbIA
Mapupyt IR1.
6. IPv6 EIGRP:
o HactpowuTs IPv6 EIGRP B ToM ke npoiecce (WSA2025, AS 100) na HQ2.
o HaDS3 u DS4 He fomkHBI ycTaHABJIUBATHCA CMeXHOCTH 1o [Pv6 aisa VLAN 100,101,102 u
103.
7. IIpoBepka:
o Yo6enurtech, 4yTo c ycrpoiictBa HQ2 MoxHO BeiosiHUTE ping 0 Loopbackl IR1 (Hanpumep,

2001:DB8:0:11::1/64).
Yacts 4. OSPF (a1 HQ1)

1. 3amyck npouecca:
o 3anyctutb OSPF npouecc 100 Ha IR1, CR1, DS1 u DS2.
o HcnonbszoBaThk Loopbackl B kauecTBe router-id.
2. 00bsABJIEeHHE MAPLIIPYTOB:
o O6BaButs Bce /30 point-to-point cetu 1 Loopback1 B area 0.
3. Bxuouyenue VLAN-ceTeii:
o HaDS1uDS2 no6aButhk cetu VLAN 100-103 B area 10.
4. Hello-coo6ieHus:
o Hacrpoute OSPF Tak, uTto6bl hello-coobuienusa ornpaBasauch ToJabko 1o /30
COeJIUHEHUSIM.
5. DR/BDR:
o Ilpm ycraHoBieHun cMexxHocted OSPF He nmpoBoauTh Be16op DR/BDR.
6. /JledosaT-MapumIpyT:
o HacrtpouTs Ha CR2 06BbsiBsieHHEe AedosTHOTO MapiupyTa B OSPF.
7. Ilepepacupepaesienue OSPF B EIGRP:
o Ha CR2 nactpoutsh nepepacnpepenenue ceteid OSPF B EIGRP, yTo6bI 06ecne4yuTsb AOCTyI
Mexay nogcetsamy HQ1 u HQ2.

8. Cymmapusauus:
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o Ha ABR u ASBR HacTpouTb cyMMapu3aLuio Tak, YToo6bl B OSPF 06'bsB/Is/1ack TOJIBKO CETh
10.10.100.0/22.
9. IIpoBepka MapLlIpyTOB:
o [locse HacTpoiiku MapmpyTusanuu A BR1 u BR2 y6eauTtech, 4T0 B TabJ/1Mlle MapIIpyTOB
OSPF Ha ycTpoiicTBax HQ1 npucyTCTBYIOT:
» Cymmapnble MapuipyThi: 10.1.100.0/22 1 10.2.100.0/22.
= Loopback-aapeca: 10.10.0.21 1 10.10.0.22.

Yacts 5. BGP
1. eBGP:

o HactpouTs eBGP-ceccuto Ha IR1 (AS 65000.3) ¢ ucnosib3oBanueM [P-agpeca nuntepdericor
G0/2 (192.0.2.201).

o ISP1 yxe HacTpoeH c napaMeTpamu: keepalive - 10 ¢, holddown - 30 ¢, ayTreHTuduKanusa -
napoJib SKill39@2025.

2. 0O6pa6oTka npeduxcos ot ISP1:

o HalR1 npunumatorcsa npedpukcer 198.51.100.0/24 u 203.0.113.0/24 ot ISP1.

o /Jlna TectupoBaHus ucnosbdyite [P-aapeca 198.51.100.1 1 203.0.113.1 (npoBepka ¢ HQ-
CLI1 u HQ2-CLI1 c moMouibto ping u traceroute).

YacTts 6. IP-cepBUCHI
1. NAT:

o [Jnsa nonb3oBateneid u3 VLAN 101 u 102 (oxosio 400 monb3oBaTteseit B HQ1, HQ2, BR1 u
BR2) HactpouTsb source NAT:

o Ilpu npoxoge dyepes IR1 - TpaHcaanua B fuanasoHe 192.0.2.104-192.0.2.110.

o JunsacepBepa HQ1-SVR1 (IP 10.10.100.101) nHactpouTs NAT Tak, 4T06bI McXoAA WM [P 6611

o 192.0.2.205 npu MmapurpyTusanuu yepes IR1

o TecTtupoBaHHe MOXHO BbINOJHUTB, HacTpouB UHTepdelic AS1 GO/3 B VLAN 100.

o HuTtepHer-MapmpyTusatop IR1 fo/mkeH CMHXpOHM3UMpOBaThb BpeMd c agpecomu ISP1
(192.0.2.201).

o OcranbHbie ycrpo#ictBa (HQ1, HQ2 u BR1) ucnosw3ytor IR1 (10.10.0.11) B kauectBe NTP-
cepBepa.

o Junsa NTP-koMMyHUKalMH HcoJib30BaTh Loopback-uHTepdeiice! (3a uckaodyenneMm AS1-
AS3, rae MoxHO ucnosab3oBaTh [P SVI 103).

3. DHCP:
o HaDS1:
= Jlna VLAN 101 - oy agpecos 10.10.101.101-10.10.101.254, mro3 - 10.10.101.10.

10
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= Jlna VLAN 102 - nya agpecos 10.10.102.101-10.10.102.254, mro3 - 10.10.102.10.
o HaDS3:

= Jlna VLAN 101 - nya agpecoB 10.11.101.101-10.11.101.254, muro3 - 10.11.101.10.

= Jlna VLAN 102 - ny agpecor 10.11.102.101-10.11.102.254, o3 — 10.11.102.10.
o Ha ¢uaunane (BR1):

= giaa VLAN 101 -nyn10.1.101.101-10.1.101.254, mir03 - 10.1.101.10.

Yacts 7. be3donacHoctb u VPN
1. VPN (GRE):

o Ha IR1 (HQ2): nacTpouTh JJis1 NOAKJIIOUEHUS QUIMAIA C UCIIOJIb30BAaHUEM CJIeyIOIIUX

napaMeTpoOB:
* Tunnel-untepodeiic 0 c IP-agpecom 172.16.100.1/24
o BR1:

* Tunnel-unrtepdeiic 0 cIP 172.16.100.11/24

" I[[OI'IOJIHI/ITEJ'IIJHO pa3pemeHbl CTaTU9eCKHe MapIIpyThI:
ip route 192.0.2.192 255.255.255.240 192.0.2.1

2. EIGRP mexay ¢puauasom nu HQ2:
o Hactpouts EIGRP Ha BR1 u IR1 Tak, yTo6bl $uUIHANbHBIA MaplIpyTU3aTOP OOGBABJSI
cyMMapHbIi MapuipyT aJjs cetet VLAN (100-103) croero caiiTa.
3. SSH:
o Bxuounts SSH Ha IR1 c ncnosib3oBaHMEM caMoil 6e30I1acHOM JOCTYITHON BEPCUM.
o Hcnosb3oBaTh y4éTHBIE faHHbIE admin/Ski1139@2025.
o Otksouutsb Telnet.
4. OrpanuyeHue gocrymna no SSH:
o Paspemutb SSH-moaxmodeHus k IR1 Tosbko ¢ ycrpoiictea HQ1-SVR1 (IP
10.10.100.101/24).
5. Be3omacHOCTb NOPTOB:
o Bxuouuth port security Ha switch-mopTax, K KOTOpPBIM NOJAKJIOYEHBbl KJIUEHTCKUE
yctpoiictBa HQ1-CLI 1 HQ2-CLI1.
o HactpouTts orpannyuenue unciaa MAC-aZpecoB 0 MUHUMa/JIbHO HEOOXOAUMOTO.
o Ilpu HapyuieHUH port security mopT Jo/nkeH ObITh OTKJWOUYEH, C reHepanuei syslog-
COOOGIIIeHNs], U aBTOMaTH4YeCKH BOCCTAHOBJIEH Yepe3 3 MUHYTHI.
6. ACL:
o PeanusoBatb ACL, 6s10kupyo1wuil goctyn nosab3osaTtenei VLAN 102 (va HQ1, HQZ, BR1 u
BR2) k cepBepy HQ1-SVR1, nmpu 3TOM He Hapyasg UCXOJSAIIAN JOCTYI cepBepa K JAPYruM

yCTpPOMCTBaM.
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