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BBEJIEHUE

CopeBHOBaHHe nMeeT GUKCUPOBAHHOE BpeMs Hadasia U OKOHYAHHS. Bbl JO/KHBI PEIINTD, KaK JIydIle
pacnpeieIuTh CBOE BpeMsl.

IlokasiyicTa, BHUMAaTEJ/IbHO NIPOYTHUTE CJIeAyolie HHCTPYKIUU!

[locie OKOH4YaHUSI BpeMeHHW COPEBHOBAHHs, MOXKAIYWCTa, OCTABbTE CBOI CTaHIMI0O B paboyeM
coctossHUU. OnieHKa 6yJeT MPOBOJAUTLCSA B TOM COCTOSIHUM, B KOTOPOM OHa ecThb. [lepe3arpyska He
Oy/leT UHUIIMMPOBAHA, a BbIKJIIDUeHHbIE MAIIMHbI HE OYAYT BKJIKYEHbI!

[MoxkanyicTa, UCnob3yHTe MHGOPMALIUIO HUKE JIJIs1 BCEX CEPBEPOB U KJIUEHTOB.

ABTOpU3anUsA

Ec/v B HacToOsAIIEM JOKYMEHTE HE YKa3aHO MHOE, UCIOJIb3YUTE CAeAYIONyI0 HHGOPMALHIO A BCeX
CEpPBEPOB U CAYXKO:

Wms nonb3oBaTenss:  root / user

[TapoJib: Skill39@Qual

IlapaMeTpbI CUCTEMBI

PerunoH/4acoBoii nosic: Asia/Qyzylorda

Jlokasib: English US (UTF-8)

KnaBuartypa: English US

BaxxHo: OneHKa

BoJsibilasi 4acTh BBIMOJHEHHON OLlEHKH — 3TO QYHKLMOHAJNbHAs OIlEHKAa, BaM paspelleH0 BbIGpaThb
J1II060 aKeT, KOTOPBIM BhI [IPpeANOYHUTaETe /sl BBINOJHEHUs 3ajaHus, HanpuMep Apache nau NGINX.
O/iHaKo, ec/iM YKa3aH KOHKPETHBIN MaKeT, 00513aTe/IbHO YCTAHOBUTE €ro.

O6paTuTe BHUMaHHUeE, YTO Mbl He Oy/1eEM U3MEHSATh Ballli KOHPUTIYpaMK WM Mlepe3anycKaTh Kakue-
JIN60 CAYKObI UJIK BUPTYaJbHble MAlllMHBI, €CJIM 3TO CIELMaJbHO He YKa3aHo, T03TOMY Y6eAUTECh, UTO
OHHU OCTAITCS paboTOCIOCOOHBIMU/PAbOTAIUMHU 10 OKOHYAHUU KOHKypca. Ciy»06bl, KOTOpbIe He
paboTaloT 0 OKOHYAaHUU KOHKYPCA, Ia¥Ke eCJIM OHU MOYTH MOJHOCTbIO HACTPOEHBI, He IPUHECYT BaM
6aJlyoB.

MokeT GbITb HECKOJIBKO CIIOCOG0B BBIMOJHUTD OINpPe/ieJIEHHOE 3a/JlaHue.

NNPEAYCTAHOBJIEHHBIE PECYPCBI

Kaxxgas cuctema B 3TOH 3ajaue ucnosab3yeT Debian 12. Kaxkzas BUpTyasbHasi MallinHa, KOTOPYIO Bbl
BUJIMTE B TOMOJIOTUYECKOW CXeMe B KOHI[E 3TOTO IOKYMEHTA, IPe/lyCTaHOBJIeHa Ha QU3UIECKOM XOCTE,
M Ha3BaHa COOTBETCTBYWOUIMUM o6pa3oM. XocThl ucnosb3yioT VMware Workstation B kayecTBe
m1aT$opMbl BUPTyaIM3aUH.

INPOrPAMMHOE OBECIIEYEHHE

Jns uenedl TeCTUPOBAaHUS BCe BUPTYaJbHblE MalIMHbl ObLJIM YCTAHOBJIEHBI CO CJ/EeAYIOLUMHU

TECTOBBIMH MHCTpyMeHTaMu: smbclient, curl, lynx, dnsutils, Idap-utils, ftp, Iftp, wget, ssh, nfs-common,
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rsync, telnet, traceroute, tcptraceroute, tcpdump. Bce BHUPTYyaJIbHbl€ MaAllWHbI OCHALllEHbl BCEMH

auckamu Debian Blu-ray. 3To no3BoJisieT ycTaHaBJAMBAaTh NPOrpaMMHOe obecriedeHure ¢ moMolibio APT.
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Bel HOBbIN IT-umxkeHep B koMmnaHum KazNet Solutions. llenp Bamiero mpoekrta — moctpoeHue IT-

MHQPACTPYKTYpPbl KOMIAHUU 6€3 UCII0b30BaHUS 06/IaYHbIX TEXHOJIOTHUH.

Ta6auna 1: CepBepa U KJIMEHTBI

FQDN

fw.kaznet.kz

IPV4

WAN: 1.1.1.10/24
INT: 10.1.10.1/24
DMZ: 10.1.20.1/24
VPN: 10.1.30.1/24

‘CHMMBBI ‘

Firewall (nftables)
VPN Server (WireGuard)

srv01l.kaznet.kz

INT:10.1.10.10/24

CA, Samba, DNS Server (BIND9)

mail.kaznet.kz

DMZ:10.1.20.10/24

Mail server (Dovecot + Postfix)

web.kaznet.kz

DMZ: 10.1.20.31/24

Web server

client01.kaznet.kz

INT: DHCP

Mail Client, Browser, Ansible

client02.kaznet.kz

WAN: 1.1.1.20/24
VPN: 10.1.30.2/24

E-Mail Client, Browser VPN-

Client,

Taosmna 2: Ilosib3oBaTeiu Samba

USERNAME ‘ PASSWORD
aliya Skill39@Astana
erzhan Skill39@Astana
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TomnoJsiorusa
Name: srv01 10.1.10.0/24
0OS: Debian 12.9.0
Services: o |
CA —
SAMBA —
internal DNS
-
=
Name: client01 |
0OS: Debian 12.9.0 -
Ansible
Name: mail PR
0S: Debian 12.9.0 o] Name: fw
Services: 0S: Debian 12.9.0
SMTP — Services:
IMAP - firewall
Backup = VPN Name: client02
0OS: Debian 12.9.0

Name: web R proxy
0OS: Debian 12.9.0 o)
Services:
Web — DMZ

10.1.20.0/24
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3AJAYU KOHPUTYPALIUU

YacTtsb 1. ba3oBast HacCTpoMKa

HactpoiiTe Ha Bcex xocTax:
e  UMs XOCTa,
e HacCTpOMKa CeTH,
e  YacOBOH MOSIC,

. HaCTpOﬁTeAOCTYHIH)SSH}DUIHOﬂb3OBaT8ﬂHrOOtCHCHOHbSOBaHHeNIHapOHH.

YacTtb 2. BHyTpeHHAA MHPpACTPYKTypa
CepBep: srv0l.kaznet.kz
IP-agpeca:

e 1Pv4:10.1.10.10/24

3azava 1. ABToMaTU4YecKas Bbljaya CeTeBbIX HACTPOEeK
1. YcraHoBKa M HacTpoiika ciyk661 DHCP:
o Ycra”osure cayx6y DHCP.
o OmnpegenuTe napameTpbl CEpBEpPA B COOTBETCTBUM C TPE6GOBAHUSAMU:
» KiveHTaMHu ABJSIOTCA paboyue cTaHUMU AoMeHa INT

» HckawouunTe U3 pa3gauu nepsbie 100 agpecos.

3agaya 2. ®ails1oBbIH cepBep Ha 6a3e Samba
2. YcTraHOBKa 4 HACTpOMKa:
o YcraHoBUTe Samba Ha cepBep.
o Co3szalTe JIOKa/JIbHBIX T0JIb30BaTe el /11 JOCTyMNa K GalioBbIM pecypcaM (HanpuMmep,
noJib3oBaTesiek aliya ¥ erzhan € mapoJjieM Skill39@Astana).
3. Hactpoiika pacumiapeHHbIX JUPEKTOPHI:
o /public:
JlocTyn: uTeHHe JJs BceX (BKJIO4Yasg TroCTeM), 3amnuch paspelieHa TOJIbKO
ayTeHTUULMPOBAHHbIM 110J1b30BaTESAM.
o /internal:

JlocTyn: To/IbKO JJ1 ayTeHTUUITMPOBAHHBIX MOJIb30BaTe el (YTeHHe U 3aIUCh).
3agaya 3. Buyrpennuit DNS-cepsep (BIND9)
1. YcraHoBKa u Hactpoiika BIND9:
o YcranoBuTe BINDO.
o Co3naiiTe 30HY kaznet.kz U COOTBETCTBYIOIME OOpaTHbIE 30HBI /Jisi BHYTPEHHEN

CEeTH.
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2. DNS-zanucu:
o /Jlo6aBbTe 3aMUCH /151 OCHOBHBIX CEPBEPOB BHYTPEHHEHN CeTH
3. Asmmacsl gJis CJIyx6
o Co3zpgaitte anuac s web-cepBepa www.Kkaznet.kz k cepeepy web.kaznet.kz.
o BakHO: He co3aBaiTe A-3alIUCh AJIS1 3TOH CIIYKObI
4. Pekypcus:
o OTKJIIOYUTE peKypCUBHOE pa3pelleHHe 3allpoCcoB /151 KINEeHTOB CETH.
3agaya 4. llenTp ceptudukanuu (CA)
1. Co3panue Root CA:
o C momoibio OpenSSL co3paliTe KOpHEeBOM LieHTp cepTudukanuu ¢ umeHeM «KazNet
Root CA».
o HcnonbayiiTe noaxojsuye 3HaueHus A4 nosel ceprudukara (CN, Country u T.4.).
2. TeHepanusa cepTUPHMKATOB AJIS1 CEPBUCOB:
o HaocHoBe Root CA co3paiiTe v nognuuuTe cepTUGUKATHI /15 CIeAY0LIUX CEPBUCOB:
= Be6-cepBep: /14 foMeHa www . kaznet . kz
= [loyToOBBIN CepBep: A5 JoMeHamail.kaznet.kz
3. Pa3mewmieHue cepTuPHKaTOB:
o CoxpaHHTe KOpPHeBOH cepTHPHUKAT KaK ca.pem U NOJINHCAHHblE CepTUPHUKATBI KaK

web.pem M mail.pem B KaTajJore /opt/ssl, YTOObI SKCIEPTHI MOTJIM UX MPOBEPHUTD.

Yacte 3. DMZ-undpactpyKrypa
1. Oo6wmaa cetb DMZ:

o [JomeH: kaznet.kz

o IPv4:10.1.20.0/24

3azaua 5. Be6-cepBep
CepBep: web.kaznet.kz
1. YcraHoBKa BeG-cepBepa:
o YcraHoBuTe U HacTporTe Apache nan NGINX.
2. CrapToBasi CTpaHHUIA:
o CrapToBas cTpaHuIa J0/I’KHA BblIaBaTh TeKCT «Welcome to KazNet!»
o Hwmxe nomxHa pacnosiaratbcs runepccbliika Ha cTpaHuly /whoami.
3. Hacrtpoiika caiTa:
o Ca#T 06Ccny:XMBaeT JOMeH www . kaznet . kz.
o @aWipl calTa AOJ/DKHBI pacmojiaraThCs B KaTalore /var/www/html/ ¢ daiom

index.html IO YMOJIYaHHIO.
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4. TLS:
o HacrpoiiTe Be6-cepBep Ha UCNOJIb30BaHHE CEPTUPUKATA web . pem (a TAaKXKe KOPHEBOTO
cepTudUKaTa ca.pem s LENOYKH JOBEPHS).
5. ®yHKIMOHA/JbHOE TPeGOBaHHE:

o Ilpu obpamenunu k URL /whoami Beb-cepBep [0/KeH BO3BpalLaTh MMs X0OCTa cepBepa

(HanpumMep, web . kaznet. kz).

3azaya 6. [loyToBBIN CepBep
CepBep: mail.kaznet.kz
1. YcraHOBKa IOYTOBLIX CEPBHCOB:
o ¥Ycra"oBute Postfix u Dovecot a1 06cy>KMBaHusA JoMeHa dmz . kaznet . kz.
2. TLS:
o Hacrpoiite TLS a/15 BceX NOYTOBBIX COeIMHEHUH, UCII0/Ib3ys CEpTUPHKAT mail . pem (C
11eNI0YKOH, BK/II0YaIOLel ca . pem), CreHEPUPOBAaHHbINA Ha NpeblAyIleM Luare.
3. JlokajabHaA ayTeHTUPUKaLM:
o HacTtpoiiTe Ji0Ka/IbHBIX NI0JIb30BaTeeH /1 OCTyNa K IOYTOBOM cUCTeMe (Hanpumep,

PICHOJIbByfITe MoJib30BaTesd aliya C HapoJieM Ski1139@Astana).

3aza4ya 7. Pe3epBHOe KOMIUPOBaHUE
1. MoHTHpOBaHUe BHEIIHero JUcCKa:
o Ha cepBepe mail.kaznet.kz cO3JailTe TOYKY MOHTHUpPOBaHUA /opt/backup H
CMOHTUPYUTE JUCK, UMUTUPYEMBII yCTPOUCTBOM /dev/sdb.
o 0O6ecneybTe aBTOMaTHYeCKOe MOHTHPOBAaHHE Yyepe3 HACTPOUKY ¢aiiia /etc/fstab.
2. CkpuINT pe3epBHOr0 KONMPOBAHUS:
o HanumuTe ckpunT /opt/backup.sh, KOTOPbIA 6y/leT KONUPOBATb JaHHbIE TOYTOBbIX
SIIMKOB U BaXKHble KOHGUTYpaLlMOHHbIEe Gal/ibl IOYTOBOTrO cepBepa B /opt/backup.

@) CKpI/Il'[T AOJIXKEH IIO3BOJIATb BOCCTAHOBHUTb CUCTEMY B CJiydae c6os.

YacTtb 4. CeTeBasgs MHPPACTPYKTypa U 6€30MaACHOCTh
CepBep: fw.kaznet.kz
Pouib: MmapmpyTusaTtop, patipBos u VPN-cepBep
IP-aapeca:
o [Pv4:
o WAN: 1.1.1.10/24
o INT:10.1.10.1/24
o DMZ:10.1.20.1/24
o VPN:10.1.30.1/24
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3agaya 8. NAT, mapmipyTusanus u ¢paipso (nftables)

1.

IP-nepechbuiIKa:
o BkurouuTe nepechbliky naketoB s [Pv4 u IPveé.
Hacrpoiika NAT:
o OpraHusyiTe MacKapaJHHT A/ UCXOAAILero TpadpukKa Ha BHellIHEM UHTepderice.
IlopT-dopBapauHr:
o HacrpoiiTe nepeaspecanyo nopTos:
= HTTP (80/tcp) u HTTPS (443 /tcp) - Ha Be6-cepBep B DMZ.
= DNS (53/tcp u 53/udp) - Ha DNS-cepBep B DMZ.
duabTpanua Tpadpuka:
o Paspemure Tpaduk Mexy BHyTpeHHel ceTblo (BkJodas VPN) u DMZ.

o Bce npovyre nNoAK/JYE€HHUA — 10 YMOJIYaHHIO 3allpelleHbl.

3agaua 9. WireGuard VPN

1.

2.

YcTaHOBKa 1 HACTpOHMKa:

o Ycra"HoBute WireGuard u HacTpoiTe VPN-cepBep Ha fw. kaznet.kz.
Kondurypanus TyHHes:

o Hcnonwayitte cets VPN 10.1.30.0/24 151 K/IMEeHTOB.

o HacrpoiiTe MapuipyTusanuio Bcero Tpadpuka kKiaveHToB yepe3 VPN.

o IlpumenuTe npeg-obumuii ka4 (pre-shared key) g noBblilieHHs1 6€30MaCHOCTH.

o Knauents! VPN pmoskHbl Mcno/b3oBaTb BHyTpeHHUU DNS-cepBep /15 paspelieHUs

UMEH.

Yacts 5. KiineHTCKas pa6o4yasi ctraHuusa U Ansible

CepBep/pa6oyasi CTaHIMS: client0l.kaznet.kz

Posb: TecTupoBaHue HHPPACTPYKTYPbI U aBTOMATHU3ALMSA

3azava 10. Bpay3sep ¥ NOYTOBBINA K/IUEHT:

YcraHoBuTe Firefox (qomMaimHsAs cTpaHUIa - https://www.kaznet.kz)
YcranoBuTe Thunderbird (HacTpoiiTe NOYTOBYH Y4YETHYIO 3aluChb JJA I0Jb30BaTeJss

aliya@kaznet.kz c ucnosb3oBaHueM TLS).

3agaya 11. Ansible ai1a aBTOMaTH3aBUM HACTPOMKM Be6-cepBepa

1.

2.

IloaroroBka Ansible playbook:
o Ha cepBepe client0l.kaznet.kz co3maiTe Ansible playbook, koTopbiii 6yzaeTr
HacTpauBaThb Beb-cepBep web.dmz . kaznet . kz.
Coaepxxumoe playbook J0/DKHO BKIOYATh:

o YcTaHOBKY BblOpaHHOT0 Be6-cepBepa (Apache uiau NGINX).
10
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o PasBépTbiBanue KoHduUrypauuoHHoro daiza s 06CAy:KMBaHUS  JlOMeHa
www.kaznet.kz C KODHEBOU JUPEKTOPHUEH /var/www/html/ U ¢palJioM index.html
110 YMOJTYaHHUIO.
o Ilepesanyck cepBuca Beb-cepBepa [ijisl IpUMMeHEeHUs] U3MeHeHUH.
3. IIpoBepka:

o JKCIepThl 3aNyCTAT KOMaHAY:
ansible-playbook /opt/ansible/configure-web.yml

@) Y6e,£[I/ITer, 49YTO UBMEHEHHUA IPUMEHEHDBI KOPPEKTHO.

YacTts 5. Yaa/1eHHbIN KJIMEHT
CepBep/pa6o4as cTaHIUA: client02.kaznet.kz
PoJib: TecTUpOBaHMe BHEIIHETO I0CTYIAa K UHQPACTPYKType
YcranoBka GNOME u co3gaHnue nmoJib30BarTeJisl:
e Ycra”HoBuTe rpadudeckyro cpeny GNOME.
e (CoszaliTe JIOKAJBbHOTO [10J1b30BaTeisl testuser € HapoJjeM Skill39@Astana.
Hacrpoiika VPN-k/neHTa:
e Hacrpoiite nogkirouenue WireGuard yepe3 NetworkManager u nojikyiouuTech K VPN.
Bpay3ep u 10YTOBBIH KJIMEHT:
e YcranHoBuTe Firefox (momamHsAs cTpaHuma - https://www.kaznet.kz) U Thunderbird
(HacTpoiiTe TMOYTOBYI VYETHYI 3aluCh /[JIg T[O0Jib30BaTess aliya@kaznet.kz €

vcnoJsib3oBanueM TLS).

11
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