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BBEJIEHUE

CopeBHOBaHMe UMeeT QUKCHUPOBAHHOE BpeMsl HayaJla U OKOHYaHUs1. Bbl JO/KHBI pelIUTh, Kak Jydlie
pacnpezesMTh CBOe BpeMs.

Ioxxasy¥icra, BHUMaTe/IbHO IPOYTHUTE CIeyIole HHCTPYKIUH!

[locsie OKOHYaHHS BpeMeHM COPEBHOBAHMS, NMOXKaJIYyHCTa, OCTaBbTe CBOK CTAHLMI0O B paboyeM
coctosiHuM. OneHKa 6yZeT NPOBOAUTBLCSA B TOM COCTOSIHUM, B KOTOPOM OHa ecThb. [lepesarpyska He
O6yZieT MHULIMMPOBAHA, a BBIK/IIOUYEeHHbIe MallMHbI He 6Y/IyT BK/IIOUY€EHbI!

[ToxxasyiicTa, ucno/b3yiTe HHGOPMaILMIO HUXe JJ151 BCeX CepBepOB U KJIUEHTOB.

ABTOpU3anUsA

Ecnu B HacTosleM JOKYMeHTe He YKa3aHO MHOe, UCTO0JIb3yHTe C/eAyIolly0 HHPOPMAaLUIO /I BCeX
CEPBEPOB U CIYXKO:

WMs nosb3oBaTtesnss:  Administrator [TapoJib: Skill39@Astana
OnepauyvoHHasA cucreMa:

e Windows Server 2022

e Windows 11

IlapamMmeTpbl CUCTEMBbI

PerunoH/4acoBoii mosic: Asia/Qyzylorda

KnaBuatypa: English US, Russian

BaxkHo: OnjeHKa

Bosiblias 4yacTh BbINOJHEHHOM OLlEHKH — 3TO QYHKIMOHA/IbHAsA OLleHKa, BaM pa3pelleHo BbIOpaTh
JII060M MaKeT, KOTOPBIN Bbl IpeANIOUUTaETE /1151 BhINOJIHEHUA 33/JaHusd, HanpuMep Apache niu NGINX.
OpHaKo, ec/iv yKa3aH KOHKPeTHBIHM NaKeT, 00513aTeJIbHO yCTaHOBUTE €TO0.

O6paTuTe BHMMaHUe, YTO Mbl He 6y/leM U3MeHATb Ballll KOHPUIypaLuy UM Nlepe3anyckaTb Kakue-
JIN60 CJIY>KObI MJIM BUPTYaJbHble MALIMHBI, €CJIM 3TO CHelMaJbHO He YKa3aHo, I03TOMY y6eJUTeCh, 4YTO
OHM OCTAIOTCS PabOTOCMOCOOHBIMHU/PabOTAOLUMMU 10 OKOHYAHUU KOHKypca. Cayx0bl, KOTOpble He
paboTaloT 10 OKOHYaHUU KOHKYPCa, JaXKe eC/IM OHU NOYTH IOJTHOCThI0 HACTPOEHBI, He IPUHECYT BaM
6aJLIoB.

Mo>keT 6bITh HECKOJIBKO CIIOCOG0B BLINOJHUTD OIlpe/ie/leHHOe 3a/laHue.

INPEAYCTAHOBJIEHHBIE PECYPChbI

Kaxpasa BupTya/bHas MalllMHA, KOTOPYIO Bbl BHJWTE B TONOJIOTUYECKOM CXeMe B KOHIle 3TOro
JLOKYMEHTa, IpelyCTaHOBJIeHa Ha GU3NYECKOM XOCTe, U Ha3BaHa COOTBETCTBYIOLIMM 06pa3oM. XOCThI

ucnosb3yoT VMware Workstation B kayecTBe m1aT$opMbl BUPTyaIU3aUH.
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OIIMCAHME ITPOEKTA U 3AZAY

Komnanusi AstanaTech Ltd. Hyx/aeTcst B pa3BépTbhiBaHUU [T-uHOPpACTPYKTYpbl B OCHOBHOM OQHUCE,
pacrnoJiokeHHOM B ACTaHe, a TakKe B opraHusanuu ¢uanana B Kokueray. Bama 3aaya — nocTpouThb
JlOMeHHY10 HWHOpacTpPyKTypy, HAaCTpPOUTb OCHOBHble cepBHUchl (Active Directory, DNS, ¢aiinoBbie
pecypcel, Be6-cepBep) U obecnedyuTh 6e3onacHoe VPN-coenrHeHue Mexay oducamu. Bece cepsepsl,

BKJIIOYad MapIpyTHU3aTOPbI, AOJIX)KHbBI OBLITh YJIEHAMH AOMEHa.

Onucanve UHPPACTPYKTYPbI

HOSTNAME ‘ FQDN [PV4 ‘ HA3HAYEHHE JOMEH ‘
DC1 dcl.astana.local 10.10.0.10 Active Directory, | astana.local
DNS
FILE-SRV file-srv.astana.local 10.10.0.20 daiinoBbIf astana.local
cepgep, DFS
WEB-SRV web-srv.astana.local 10.10.0.30 IIS, Be6-caliT astana.local
ROUTER1 routerl.astana.local 10.10.0.1 DHCP, Routing, | astana.local
VPN
WIN- - DHCP KnueHnt astana.local
CLIENT1 Windows 11
ROUTER2 router2.branch.astana.local 10.30.0.1 DHCP, Routing, | astana.local
VPN (duuan)
DC2 dc2.branch.astana.local 10.30.0.10 Jloka/ibHbIE branch.astana.local
(KokmeTtay CEpBUCHI (AD, | (child)
Office) DNS)
WIN- - DHCP Knuent branch.astana.local
CLIENT2 Windows 11

*DC2 (Kokmetay Office) HacTpanBaeTcsa kKak gouyepHUH JoMeH - branch.astana.local - kK ocHOBHOMY

JoMeHYy astana.local.
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CxeMma ceTH
HQ Network Branch Network
DCA WEB 10.10.0.0/24 Remote Network 10.30.0.0/24
FQDN: dc1.astana.local FQDN: web.astana.local T
—+~ 1 IP-10.10010 ~ |/P10.10.0.30 :
fr——— FQDN: dc2 ast local
= 08: Windows Server © | 0s: Windows Server |F?107307c0 1&15. analocd
:_ 2022 (GUI) ::_: 2022 (GUI) o) 0S8 Windows Server
— Services: ) Services: — 2022 (GUI)
Active Directory s | aeeaaaaaa ﬁ ________ : C—1 Services:
DNS File Service ' ; C— oc
1
VPN
i i FQDN: router2_branch.astana.local
FILE —— ! IP- 10.30.0.1
FQDN: file.astana.local 20.0.02
1IP:10.10.0.20 © 20.0.0.024 [) 0S: Windows Server
o 08: Windows Server 1 2022 (GU\)
L J 2022 (GUI)  — —1 Services:
——— Services — Routing
File Service ROUTER-HQ ROUTER-BR VPN
App Service DHCP
FQDN: router1.astana local
P 11%12%%11 WIN-CLIENT2
20002 DHCP Client
0S: Windows Server - LIRS T
I 2022 (GUI)
Windows 11 Services:
Routing
VPN
s
WIN-CLIENT1 10.20.0.0/24

3aaa4yu KOHUrypauuu

3agaua 1. Active Directory u DNS (DC1)
1. YcranoBka AD u pa3BepTheIBaHME AOMEHa:
o Ha cepsepe DC1 ycraHoBuTe poJib Active Directory Domain Services.
o Pa3BepHUTe HOBBIMH JieC C JOMEHOM astana.local.
2. Hacrpoiika DNS:
o Co3jaiiTe NpsAMyI0 U 06paTHYIO 30HY /i CeTH 10.10.0.0/24.
o JlobaBbTe 3aIUCH:
" www.astana.local — 10.10.0.30
» files.astana.local — 10.10.0.20
3. OpranusanuoHHble eaAuHUIbI (OU) 1 mob30BaTe /Iu:
o Cospanite OU: MKT, SALES, TECH, HR.
o Co3pgaitTe mo 5 moJsib3oBaTesied B Kaxkaou OU (Hanmpumep, JIOTUHBI mktl, salesl U T.J.) C
napoJsieM Skill39@Astana.
4. T'pynnoBas nosutuka (GPO):
o HacrpoiiTe BBIBOJ IPUBETCTBEHHOTO COOBIIEHHUS:
«/lo6po noxcanoeams 8 AstanaTech Ltd. Heasmopu3zoeaHHblli docmyn 3anpeujéH.»
o OTkJ/IIOYMTE BCTPOEHHYI YUYETHYIO 3alIMCh a/IMUHUCTPATOPA.

o /Jlnga rpynnel TECH HacTpoWTe aBTo3anyck PowerShell npu Bxoze.
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3agaya 2. dansiosbiii cepBep u DFS (FILE-SRV)

Hacrpoiika ¢aiiioBbIX pecypcoB:

SHARENAME ‘ JOCTYII
Public UTeHHe A1 BCEX, 3aMUCh — AJI JOMEHHBIX [10JIb30BaTesei
MKT Tousbko fuis rpynnsl MKT (uTeHue/3anuch)
SALES Tosbko g rpynnbl SALES (uTeHue /3anuch)
TECH Tousbko s rpynnsl TECH (uTeHue/3anuch)
HR Tousibko fJis rpynnbl HR (uTeHue /3anuch)

1. File Server Resource Manager (FSRM):
o B karasnore C:\UserShare\ co3faliTe JIMYHble CeTeBble AUCKU JJA I0Jb30BaTesel
(HanpuMep, c ManmMHIroM Ha Auck T:) c kBoTou 50 MB.
o 3amnpeTuTe cOXpaHeHHe UCIO0JIHAeMbIX GpaioB B IMYHbIE JUCKU.
2. DFS Namespace:
o Cosgante DFS Namespace c vMeHeM ASTANADrive.
o OpraHusyiTe aBTOMaTHYeCKOe MOHTUPOBaHUe 0611el nanku (Hanpumep, Public - auck Z:)
v nanok otaesioB (HanpuMmep, TECH - auck X:\ /11 COOTBETCTBYIOIIUX IPYIII).
3. Pensmkanusa DFS:

o Ilpu Hannuuu HacTpoiTe periMkauuio Mexay FILE-SRV u WEB-SRV.

3agaya 3. Be6-cepsep (WEB-SRV)
YcranoBuTe poJib IIS Ha cepBepe WEB-SRV.
HacTpoiiTe Ba Be6-caliTa:
1. OcHOBHOW caiT:
o JloMeH: www.astana.local
o HTML-cTpanuna c Haanuceto «/lo6po noxkanoBatb B AstanaTech Ltd.».
2. CalT noaaepKKu:
o JloMeH: help.astana.local
o Crpanuua c tekcroM «Ciyk6a moaaep:xku AstanaTech».
o Hacrtpoiite aBToMaTuueckyro nepeagpecayuio HTTP — HTTPS (ucnosbsyiiTe

CaMOTIOAIIMCaHHbIN cepTUHUKAT).

3azayva 4. DHCP, mapuipyTu3anus 4 JOMEHHOE YJIEHCTBO pOyTepoB
A1 ROUTER1 (AcTana)
1. DHCP:
o Hacrpoiite posr DHCP Ha router.astana.ocal gsis cetu 10.10.0.0/24 ¢ auana3oHoM IP:

10.10.0.100 - 10.10.0.200.
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»= MHckurouuTe gyvanas3oH 10.10.0.100 - 10.10.0.120.
*  YKaxuTe 11103: 10.10.0.1 1 DNS-cepBep: 10.10.0.10 (DC1).
2. Mapupyrusauua u VPN:
o Hacrpoiite dyHKIIMM MapLIpyTH3AIUH.
o HacrtpoiiTe VPN-cepBep A/ ycTaHOBJIeHUs TyHHe s ¢ opucoM B KokiueTay.
3. /loMeHHOe 4JIeHCTBO:
o Ilpucoepunure router.astana.local k JoMeHy astana.local.
[ ROUTER2 (KokmeTay)
1. DHCP:
o Hacrpoiite DHCP Ha router.branch.astana.local a5 cetnt 192.168.0.0/24 ¢ AUana3oHOM
[P:192.168.0.100 - 192.168.0.200.
o YkaxuTe uLI03: 192.168.0.1 1 DNS-cepBep: DC2 (192.168.0.10).
2. Mapupyrusanua u VPN:
o HacrpoiiTe MmapiipyTusanuio 1 3aBepuieHre VPN-TyHHess1 ¢ opucom B AcTaHe.
3. /loMeHHOe 4JIEHCTBO:

o Ilpucoepgunurte router.branch.astana.local k fjomeHy astana.local.

3agaya 5. Hactpoiika VPN (Astana - Kokchetau)
1. Ha ROUTER1:
o Hacrpoiite VPN-cepBep (Hampumep, IKEv2/IPsec) g/ ycTaHOBJIEHHS 3allUI[EHHOTO
TyHHeJis ¢ opucoM B KokiueTay.
o HcnonbayiiTe npea-o61uii Kawo4: Al1TooWelll3@.
o 3apaiTe mnapaMeTpbl ayTeHTUPUKauuu (y4yéTHasa 3anucb Administrator, naposb
Skill39@Astana).
2. Ha ROUTERZ2:
o HacrtpoiiTe VPN-k/1HeHT/TepMUHALUIO [JIs1 IO K/I0YEHUS K TYHHEJIIO.
3. TecTtupoBaHue:
o IlpoBepbTe cBSA3b Mex Ay odrcaMu (HanpuMep, BeinoaHUTe ping Mexay DC1 u DC2).
3agaya 6. O¢uc B Kokmeray
1. ROUTERZ2:
o Hacrtpoiite DHCP nng cetn 192.168.0.0/24 ¢ juana3oHoM, HalpuMmep, 192.168.0.100
- 192.168.0.200.
o YKakuTe mTI03: 192.168.0.1 U DNS-cepBep: DC2 (192.168.0.10).
o Ilpucoegunute ROUTER2 k ;oMeHy branch.astana.local.

2. DC2 (KokmeTtay Office):
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o YcranoBuTe poJib Active Directory u DNS, HacTpouB ero Kak Jo4epHUH JAOMeH C UMeHeM
branch.astana.local (FQDN: dc2.branch.astana.local).
o O6ecneybTe JIOKaJbHOE pa3pellleHue UMEH /ISl JOMEHHbIX CEPBHUCOB.
o llpoBepbTe, 4TO JIOKa/IbHbIEe KOMIIbIOTephI B KokileTay nosydatot IP-agpeca yepe3 DHCP u
MOTYT ayTeHTUPULMPOBATHCS B IOMEHE.
3agava 7. KiueHTb1
1. WIN-CLIENT1
o llpoBepsTe, yTO MawKrHa nosydaet IP-agpec ot DHCP, pasgaBaemoro ROUTERI.
o BBeauTe KOMIBIOTEpP B JOMEH astana.local.
o llpoBepsbTe JOCTYyII K daitnoBbIM pecypcam (nanpumep, K
\\files.astana.local\Public) ¥ Beb6-CalTy www.astana.local.
2. WIN-CLIENT2
o IIpoBepbTe, uTo MamunHa noay4daet IP-aapec ot DHCP, pazgaBaemoro ROUTERZ.
o BBeauTe KOMIBIOTEDP B JOMEH branch.astana.local.

o IlpoBepbTe AOCTYN K Be6-CaUTy www.astana.local.
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